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Electronic Legal Materials  

Authentication and Preservation FAQ 

What does “authentication” mean? 

Authentication of electronic legal materials means the user viewing the electronic legal material is able 

to verify the information is accurate and has not been changed since it was published electronically by 

the Office of Legislative Counsel (OLC). Authentication and preservation technology gives electronic legal 

materials the same accuracy and reliability historically found only in official printed records. 

What method is used for authentication? 

Widely used Adobe Acrobat digital signature functionality, which is based on public key infrastructure 

(PKI) technology, is utilized by the Office of Legislative Counsel and applied to electronic legal materials 

published from official records. The OLC also inserts a “State of California Authenticated Electronic Legal 

Material” seal of authenticity into the upper left corner of the first page of the authenticated document. 

When the public user views the authenticated electronic legal material PDF document in Acrobat 

Reader, a “blue ribbon” icon is displayed in a banner visible above the document in the Acrobat Reader 

window. “Certified by Legislative Counsel” text and other details about the digital signature certificate 

appear in the banner next to the blue ribbon icon.  

The blue ribbon icon and “Certified by Legislative Counsel” text also appear in the “Signatures Panel” 

within Adobe Reader, and the user can view more details about the certification in the “Signatures 

Panel.” A similar certification statement appears when the user hovers over the “State of California 

Authenticated Electronic Legal Material” seal logo.  The user can also access signature and certificate 

details by clicking on the seal (details below). 

Free Acrobat Reader PDF viewing software is all that is required and the authentication works “offline” 

without an Internet connection. 

Which electronic legal materials are being provided in authenticated format under the Uniform 

Electronic Legal Material Act (UELMA) in California? 

The following California legal materials are available in authenticated form as of July 1, 2015:  

(1) The California Constitution;  

(2) The statutes of the state; and  

(3) The California Codes. 

How do I access the authenticated electronic legal materials? 

On the new California Legislative Information website – leginfo.legislature.ca.gov – navigate or search to 

a code section, a section of the California Constitution, or to a chaptered statute (2015 or later) and click 

the “PDF” link at the top of the page.         

  

http://leginfo.legislature.ca.gov/
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What is the “State of California Authenticated Electronic Legal Material” seal? 

When the Office of Legislative Counsel certifies that a document 

is authentic, it uses digital signature technology to add a visible 

seal of authenticity to the certified PDF document. The seal 

includes an agency logo and the text “State of California 

Authenticated Electronic Legal Material” as shown at left. 

When the user viewing the document hovers over the authentication seal logo, a certification statement 

is displayed, and the user can click on the seal to access “Signature Properties” for details on the 

certification, including information explaining the certificate’s author, validity, and the date and time it 

was issued.   

Though the blue ribbon icon displayed by Adobe Reader does not appear on the document when it is 

printed, the “State of California Authenticated Electronic Legal Material” seal does appear on the 

document when it is printed.     

PLEASE NOTE: The “State of California Authenticated Electronic Legal Material” seal 

only provides assurances of authenticity for electronic legal materials viewed in 

Acrobat Reader and does not apply to printed versions of those electronic 

documents. The OLC cannot verify, and the appearance of the seal does not mean, 

that printed legal materials are authentic.  

If I see a “State of California Authenticated Electronic Legal Material” seal on a printed document, 

does that mean it is authentic? 

Authentication of an electronic document does not apply to the printed version of that document. 

Therefore, a “State of California Authenticated Electronic Legal Material” digital signature seal of 

authenticity visible in a printed document does not attest to its authenticity.   

Are authenticated prior versions of electronic legal material available? 

The Office of Legislative Counsel will only be publishing the current version of authenticated electronic 

legal materials, not prior versions. Authenticated electronic legal materials are available starting July 1, 

2015, and will be available for following but not prior years.  

How do I know if authenticated electronic legal materials are up-to-date and current? 

The authentication confirms the document matches the official record as of the date the document was 

published. If an updated version of the electronic legal material has been published, for example, the 

California Constitution is amended and published in updated form, then the user must access the latest, 

current authenticated version.  
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What do the blue ribbon and other validation icons mean? 

Validation icons pertaining to the document status appear in the digital signature banner or document 

message bar above the document in the Acrobat Reader window. Validation icons pertaining to the 

digital signature status also appear in the Acrobat Reader “Signature Panel.” The icons notify users of 

the document’s validity status. The following icons convey information about the document’s 

certification: 

 

 
 

 
 

 
 

 

 

The “Blue Ribbon” icon indicates that the certification and digital 
signature are valid.  
 
The “Red X” icon indicates the certificate is not valid. The document is 
not authenticated. The document may have been altered or corrupted 
since the certification was applied. 
 
The “Warning Sign” icon indicates the certificate is not valid. The 
document may have been altered since the certification was applied.  
 

The “Magnifying Glass” icon indicates the signature or the document’s 
integrity could not be verified. 

How can I tell if a signed and certified PDF file has been changed? 

If the content of a PDF file certified by the OLC is altered, the certification will be invalidated. Users will 

not see the blue ribbon in the signature banner or document message bar above the document or in the 

“Signature Panel” but will instead see a red "X" icon. Text in the signature banner will also warn that the 

certificate is invalid, as will text in the signature panel, and in the “Signature Validation Status” window 

that pops up when the user clicks on the “State of California Authenticated Electronic Legal Material” 

digital signature seal of authenticity. 

If I save a digitally signed and certified file from the OLC public website on my own computer, is the 

signature still valid? 

As long as the file is not changed, the electronic signature will remain valid. Users can save PDF files that 

have been digitally signed and certified by the OLC for later use or email them to other users without 

affecting the digital signature. 

I opened a digitally signed and certified document that I saved on my computer several weeks ago. 

How can I be sure it has not been corrupted? 

You can check the validity of a signature at any time. To do so, open the document in Adobe Acrobat or 

Adobe Reader. Click the “Signature Panel” button to display the signature panel and click into the 

panel’s menu of options and select "Validate Signature” or Validate All Signatures." The software will 

run a validation check to see if the digital certificate used to sign the document is valid.  
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What certificate information should I expect to see in a file digitally signed and certified by the 

California Office of Legislative Counsel as authentic? 

An electronic file that has been digitally signed and certified by the OLC should include the following 

information when the user clicks on the authentication seal in the document and then selects “Signature 

Properties”: 

 

 

 
Document certification is valid, signed by the Legislative Counsel of California. 

Signing time: (year/month/day time) 

Reason: The Legislative Counsel attests that this document has not been 
altered since the document was released by the Legislative Counsel Bureau to 
this public website.  

Location: SACRAMENTO 
 

Validity Summary 

The Document has not been modified since it was certified. 

The certifier has specified that no changes are allowed to be made to this 
document. 

The signer’s identity is valid. 

The signature includes an embedded timestamp. Timestamp time: 
(year/month/day time) 

Signature was validated as of the secure (timestamp) time:  
(year/month/day time) 

Signer Info 

The path from the signer’s certificate to an issuer’s certificate was successfully 
built. 

The signer’s certificate is valid and has not been revoked. 
 

 

NOTE TO POWER PDF USERS: Pacific Standard Time (PST) is used for digital signature and certification 

timestamps as shown above. The PDF’s “Document Properties”/“Modified” information indicates the 

date and time the digital signature software applied the signature and this matches the digital signature 

timestamp. That PDF information is calibrated to PST. However, the OLC publishing system that 

generated the PDF documents is calibrated to Coordinated Universal Time (UTC), so the “Created” time 

appears to differ significantly from the “Modified” time even though the document is modified with the 

signature only seconds after it is created. The OLC plans to recalibrate the authentication process in the 

future so all times will be consistent.     
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What if Acrobat Reader asks me if I want to install “Trusted Certificates”? 

Periodically, Acrobat and Acrobat Reader will prompt 

users to install “Trusted Certificates,” a process 

whereby the program reaches out to a Web page to 

download a list of trusted “root” digital signatures. A 

digital signature created with a credential that traces 

back to a valid trustworthy certificate is trusted by 

Acrobat and Acrobat Reader. Users can click “OK” 

when prompted as shown at right and have the 

option of having such “Trusted Certificate Updates” 

to occur automatically or to be notified each time. 

Where can I get more help using digitally signed and certified PDF files? 

Additional help information is available from Adobe Reader (or Acrobat) “Help.” Choose the top help 

selection in the “Help” menu to visit online resources and search such content as “Digital signatures” 

and “Validating digital signatures.”  

What is the Uniform Electronic Legal Material Act?  

Authenticated California electronic legal materials are available to the public, thanks to the Uniform 

Electronic Legal Material Act (UELMA), which was chaptered into California law in 2012 to become 

operative on July 1, 2015. The complete law is found in Sections 10290-10300 of the Government Code.  

California’s law guiding authentication and preservation of electronic legal materials is based on model 

legislation completed by the Uniform Law Commission in 2011. Laws based on the same national 

standard have been enacted or introduced in more than a dozen states. 

According to the commission, UELMA “establishes an outcomes-based, technology-neutral framework 

for providing online legal material with the same level of trustworthiness traditionally provided by 

publication in a law book. The Act requires that official electronic legal material be: (1) authenticated, by 

providing a method to determine that it is unaltered; (2) preserved, either in electronic or print form; 

and (3) accessible, for use by the public on a permanent basis.” 

The American Association of Law Libraries was instrumental in developing UELMA, based in part on 

concerns that important legal materials available only in electronic format did not have sufficient 

assurances of accuracy and could be lost and inaccessible over time if appropriate preservation 

strategies were not established. 

For more details on UELMA see the Uniform Law Commission Website and the American Association of 

Law Libraries Summary and FAQ. 

  

http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=GOV&division=2.&title=2.&part=2.&chapter=1.&article=4.
http://www.uniformlaws.org/Act.aspx?title=Electronic+Legal+Material+Act
http://www.aallnet.org/Documents/Government-Relations/UELMA/UELMAFAQs.pdf
http://www.aallnet.org/Documents/Government-Relations/UELMA/UELMAFAQs.pdf
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Are authenticated electronic legal materials valid in the courts? 

California courts would be the authority on whether authenticated electronic legal materials published 

by the OLC or other agencies are admissible. 

What is the standard for preservation of official electronic legal materials? 

In addition to authentication, the Uniform Electronic Legal Material Act also requires the Office of 

Legislative Counsel to ensure all electronic records designated as official legal materials be preserved. 

Preservation of official electronic legal materials must be sufficient to ensure the integrity of the 

records, provide for backup and disaster recovery of the records, and ensure the material will continue 

to be accessible, usable, and permanently available to the public. 

The OLC has selected the format and technology for publishing of authenticated electronic legal 

materials with their long-term preservation and accessibility in mind. 

How can I provide feedback if I have questions or concerns about online access to authenticated legal 

materials? 

The OLC welcomes your questions, comments, and suggestions on authentication of electronic  

legal materials in the “Feedback” section of the new California Legislative Information website: 

leginfo.legislature.ca.gov.  
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